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Standards Correlations 
Computer Networking Hardware Operations IV (8545) 

Task SOL Correlations 
Demonstrating Personal Qualities and Abilities 
Demonstrate creativity and 
innovation. 

English: 6.1, 6.3, 6.4, 6.6, 6.7, 6.9, 7.1, 7.3, 7.4, 7.6, 7.7, 7.9, 8.1, 8.3, 8.4, 8.6, 8.7, 8.9, 9.1, 9.5, 
9.6, 9.8, 10.1, 10.5, 10.6, 10.8, 11.1, 11.5, 11.6, 11.8, 12.1, 12.5, 12.6, 12.8 
History and Social Science: CE.1, CE.4, GOVT.1, USI.1, USII.1, VUS.1, WG.1, WG.4, WHI.1, 
WHII.1 
Mathematics: 6.1, 6.2, 6.3, 6.4, 6.5, 6.6, 6.7, 6.10, 6.11, 6.12, 7.2, 7.3, 7.8, 7.9, 8.2, 8.4, 8.6, 8.7, 
8.11, 8.12, 8.17, 8.18, A.9, AFDA.3, AFDA.4, AFDA.5, AFDA.6, AFDA.7, AFDA.8, AII.9, 
COM.1, COM.3, COM.4, COM.5, COM.8, DM.7, DM.1*, DM.10, DM.2*, DM.3*, PS.3*, PS.4*, 
PS.7*, PS.9*, PS.10* 
Science: 6.1, BIO.1, CH.1, ES.1, LS.1, PS.1 

Demonstrate critical thinking 
and problem solving. 

English: 6.1, 6.3, 6.4, 6.5, 6.6, 6.7, 6.9, 7.1, 7.3, 7.4, 7.5, 7.6, 7.7, 7.9, 8.1, 8.3, 8.4, 8.5, 8.6, 8.7, 
8.9, 9.1, 9.5, 9.6, 9.8, 10.1, 10.5, 10.6, 10.8, 11.1, 11.5, 11.6, 11.8, 12.1, 12.5, 12.6, 12.8 
History and Social Science: CE.1, CE.4, CE.11, GOVT.1, USI.1, USII.1, VUS.1, WG.1, WG.4, 
WHI.1, WHII.1 
Mathematics: 6.1, 6.2, 6.3, 6.4, 6.5, 6.6, 6.10, 6.11, 7.2, 7.3, 7.8, 7.12, 7.13, 8.2, 8.4, 8.8, 8.9, 8.10, 
8.11, A.8, A.9, G.1, G.13, G.14, AFDA.3, AFDA.5, AFDA.8, AII.9, AII.10, AII.11, COM.1, 
COM.3, COM.4, COM.5, COM.8, DM.4, DM.7, DM.1*, DM.2*, DM.3*, DM.9*, PS.9*, PS.10* 
Science: 6.1, BIO.1, CH.1, ES.1, LS.1, PS.1 

Demonstrate initiative and 
self-direction. 

English: 6.1, 6.4, 6.6, 6.7, 6.9, 7.1, 7.4, 7.6, 7.7, 7.9, 8.1, 8.4, 8.6, 8.7, 8.9, 9.1, 9.5, 9.6, 9.8, 10.1, 
10.5, 10.6, 10.8, 11.1, 11.5, 11.6, 11.8, 12.1, 12.5, 12.6, 12.8 
History and Social Science: CE.1, CE.4, CE.11, GOVT.1, USI.1, USII.1, VUS.1, WG.1, WHI.1, 
WHII.1 

Demonstrate integrity. English: 6.1, 7.1, 8.1, 9.1, 9.5, 10.1, 10.5, 11.1, 11.5, 12.1, 12.5 
History and Social Science: CE.1, CE.3, CE.4, GOVT.1, GOVT.16, USI.1, USII.1, VUS.1, WG.1, 
WHI.1, WHII.1 
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Demonstrate work ethic. English: 6.1, 7.1, 8.1, 9.1, 10.1, 11.1, 12.1 

History and Social Science: CE.1, CE.4, CE.14, GOVT.1, GOVT.16, USI.1, USII.1, VUS.1, 
WG.1, WHI.1, WHII.1 
Science: CH.1 

Demonstrating Interpersonal Skills 
Demonstrate conflict-
resolution skills. 

English: 6.1, 6.2, 6.4, 6.6, 6.7, 6.9, 7.1, 7.2, 7.4, 7.6, 7.7, 7.9, 8.1, 8.2, 8.4, 8.6, 8.7, 8.9, 9.1, 10.1, 
11.1, 12.1 
History and Social Science: CE.1, CE.4, GOVT.1, USI.1, VUS.1 

Demonstrate listening and 
speaking skills. 

English: 6.1, 6.2, 6.4, 6.6, 7.1, 7.2, 7.4, 7.6, 8.1, 8.2, 8.4, 8.6, 9.1, 10.1, 11.1, 12.1 
History and Social Science: CE.1, CE.4, GOVT.1, USI.1, USII.1, VUS.1, WG.1, WHI.1, WHII.1 

Demonstrate respect for 
diversity. 

English: 6.1, 7.1, 8.1, 9.1, 10.1, 11.1, 12.1 
History and Social Science: CE.1, CE.3, CE.4, GOVT.1, GOVT.16, USI.1, USII.1, USII.9, VUS.1, 
VUS.13, WG.1, WHI.1, WHII.1 

Demonstrate customer service 
skills. 

English: 6.1, 6.4, 6.7, 7.1, 7.4, 7.7, 8.1, 8.4, 8.7, 9.1, 9.5, 9.6, 10.1, 10.5, 10.6, 11.1, 11.5, 11.6, 
12.1, 12.5, 12.6 
History and Social Science: CE.1, CE.4, GOVT.1, GOVT.16, USI.1, USII.1, VUS.1, WG.1, 
WHI.1, WHII.1 

Collaborate with team 
members 

English: 6.1, 7.1, 8.1, 9.1, 10.1, 11.1, 12.1 
History and Social Science: CE.1, CE.3, CE.4, GOVT.1, GOVT.16, USI.1, USII.1, VUS.1, WG.1, 
WHI.1, WHII.1 

Demonstrating Professional Competencies 
Demonstrate big-picture 
thinking. 

English: 6.1, 6.4, 7.1, 7.4, 8.1, 8.4, 9.1, 9.5, 10.1, 10.5, 11.1, 11.5, 12.1, 12.5 
History and Social Science: CE.1, CE.4, CE.12, GOVT.1, GOVT.15, USI.1, USII.1, VUS.1, 
WG.1, WHI.1, WHII.1 

Demonstrate career- and life-
management 
skills. 

English: 6.1, 6.7, 7.1, 7.7, 8.1, 8.7, 9.1, 9.6, 10.1, 10.6, 11.1, 11.6, 12.1, 12.6 
History and Social Science: CE.1, CE.4, CE.12, CE.14, GOVT.1, USI.1, USII.1, VUS.1, WG.1, 
WHI.1, WHII.1 
Mathematics: 8.4 



Virginia Department of Education and CTE Resource Center © 2021     3 

Task SOL Correlations 
Demonstrate continuous 
learning and adaptability. 

English: 6.1, 6.4, 6.7, 6.9, 7.1, 7.4, 7.7, 7.9, 8.1, 8.4, 8.7, 8.9, 9.1, 9.5, 9.6, 9.8, 10.1, 10.5, 10.6, 
10.8, 11.1, 11.5, 11.6, 11.8, 12.1, 12.5, 12.6, 12.8 
History and Social Science: CE.1, CE.3, CE.4, CE.14, GOVT.1, USI.1, USII.1, VUS.1, WG.1, 
WHI.1, WHII.1 
Science: BIO.1, CH.1, LS.1, PH.1, PH.4, PS.1 

Manage time and resources. English: 6.1, 6.2, 6.4, 6.7, 6.9, 7.1, 7.2, 7.4, 7.7, 7.9, 8.1, 8.2, 8.4, 8.7, 8.9, 9.1, 9.5, 9.6, 9.8, 10.1, 
10.5, 10.6, 10.8, 11.2, 11.5, 11.6, 11.8, 12.2, 12.5, 12.6, 12.8 
History and Social Science: CE.1, CE.4, CE.11, GOVT.1, USI.1, USII.1, VUS.1, WG.1, WHI.1, 
WHII.1  
Mathematics: 6.10, 6.11, 6.12, 7.2, 7.3, 7.8, 7.9, 7.10, 7.11, 7.12, 7.13, 8.4, 8.11, 8.12, 8.13, 8.14, 
8.17, 8.18, A.4, A.5, A.8, A.9, AFDA.3, AFDA.4, AFDA.5, AFDA.6, AFDA.7, AFDA.8, COM.1, 
COM.3, COM.5, COM.8 

Demonstrate information-
literacy skills. 

English: 6.1, 6.2, 6.4, 6.6, 6.7, 6.9, 7.1, 7.2, 7.3, 7.4, 7.6, 7.7, 7.9, 8.1, 8.2, 8.3, 8.4, 8.6, 8.7, 8.9, 
9.2, 9.5, 9.6, 9.8, 10.2, 10.5, 10.6, 10.8, 11.2, 11.5, 11.6, 11.8, 12.2, 12.5, 12.6, 12.8 
History and Social Science: CE.1, CE.4, CE.14, GOVT.1, USI.1, USII.1, VUS.1, WG.1, WHI.1, 
WHII.1 
Mathematics: 6.10, 6.11, 7.8, 7.9, 8.11, 8.12, A.8, A.9, AFDA.3, AFDA.4, AFDA.6, AFDA.7, 
AFDA.8, DM.8, PS.1*, PS.2*, PS.3*, PS.4*, PS.7*, PS.8*, PS.9*, PS.10* 
Science: 6.1, BIO.1, CH.1, ES.1, LS.1, PH.1, PS.1 

Demonstrate an 
understanding of information 
security.  

English: 6.1, 6.2, 6.3, 6.4, 6.6, 6.7, 6.8, 6.9, 7.1, 7.2, 7.3, 7.4, 7.6, 7.7, 7.8, 7.9, 8.1, 8.2, 8.3, 8.4, 
8.6, 8.7, 8.8, 8.9, 9.1, 9.2, 9.5, 9.6, 9.8, 10.1, 10.2, 10.5, 10.6, 10.8, 11.1, 11.2, 11.5, 11.6, 11.8, 
12.1, 12.2, 12.5, 12.6, 12.8 
History and Social Science: CE.1, CE.4, CE.14, GOVT.1, USI.1, USII.1, VUS.1, WG.1, WHI.1, 
WHII.1 
Mathematics: COM.10 

Maintain working knowledge 
of current information-
technology (IT) systems. 

English: 6.1, 6.3, 6.4, 6.6, 6.9, 7.1, 7.3, 7.4, 7.6, 7.9, 8.1, 8.3, 8.4, 8.6, 8.9 
History and Social Science: CE.1, CE.4, CE.14, GOVT.1, USI.1, USII.1, VUS.1, WG.1, WHI.1, 
WHII.1 
Mathematics: 7.8, COM.1, COM.2, COM.7, COM.9, COM.10, COM.11, COM.16, COM.18, 
PS.17  
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Science: BIO.1, CH.1, ES.1, PH.1 

Demonstrate proficiency with 
technologies, tools, and 
machines common to a 
specific occupation. 

History and Social Science: CE.1, CE.4, CE.14, GOVT.1, USI.1, USII.1, VUS.1, WG.1, WHI.1, 
WHII.1 
Mathematics: 6.10, 6.11, 7.9, 8.4, A.7, A.8, A.9, AFDA.1, AFDA.3, AFDA.5, AII.4, AII.7, AII.9, 
COM.1, COM.7, COM.10, COM.11, COM.12, COM.16 
Science: CH.1, ES.1, LS.1, PH.1, PS.1 

Apply mathematical skills to 
job-specific tasks. 

English: 6.4, 6.6, 6.7, 7.4, 7.6, 7.7, 8.4, 8.6, 8.7, 9.5, 9.6, 10.5, 10.6, 11.5, 11.6, 12.5, 12.6 
History and Social Science: CE.1, CE.4, CE.14, GOVT.1, USI.1, USII.1, VUS.1, WG.1, WHI.1, 
WHII.1 
Mathematics: 6.1, 6.2, 6.5, 6.6, 6.12, 6.13, 6.14, 7.1, 7.2, 7.3, 7.4, 7.5, 7.6, 7.8, 7.9, 7.11, 7.12, 
7.13, 8.4, 8.5, 8.6, 8.8, 8.9, 8.10, 8.11, 8.12, 8.13, 8.14, 8.15, 8.16, 8.17, 8.18, A.1, A.3, A.4, A.5, 
A.7, A.8, A.9, AFDA.1, AFDA.3, AFDA.5, AFDA.8, AII.3, AII.7, AII.9, AII.10, COM.1, COM.7 
Science: 6.1, BIO.1, CH.1, ES.1, LS.1, PH.1, PS.1 

Demonstrate professionalism. English: 6.1, 7.1, 8.1, 9.1, 10.1, 11.1, 12.1 
History and Social Science: CE.1, CE.4, CE.14, GOVT.1, USI.1, USII.1, VUS.1, WG.1, WHI.1, 
WHII.1 

Demonstrate reading and 
writing skills. 

English: 6.1, 6.6, 6.7, 7.1, 7.6, 7.7, 8.1, 8.6, 8.7, 9.1, 9.5, 9.6, 9.7, 10.1, 10.5, 10.6, 10.7, 11.1, 11.5, 
11.6, 11.7, 12.1, 12.5, 12.6, 12.7 
History and Social Science: CE.1, CE.4, GOVT.1, USI.1, USII.1, VUS.1, WG.1, WHI.1, WHII.1 
Science: 6.1, PH.1, PS.1 

Demonstrate workplace 
safety. 

English: 6.4, 7.4, 8.4, 9.5, 10.5, 11.5, 12.5  
History and Social Science: CE.1, CE.4, GOVT.1, USI.1, USII.1, VUS.1, WG.1, WHI.1, WHII.1 
Science: CH.1 

Examining All Aspects of an Industry 
Examine aspects of planning 
within an 
industry/organization. 

History and Social Science: GOVT.16 

Examine aspects of 
management within an 
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industry/organization. 
Examine aspects of financial 
responsibility 
within an 
industry/organization. 

 

Examine technical and 
production skills 
required of workers within an 
industry/organization. 

 

Examine principles of 
technology that 
underlie an 
industry/organization. 

 

Examine labor issues related 
to an industry/organization. 

History and Social Science: GOVT.16 

Examine community issues 
related to an 
industry/organization. 

History and Social Science: GOVT.16 

Examine health, safety, and 
environmental 
issues related to an 
industry/organization. 

History and Social Science: GOVT.16 

Addressing Elements of Student Life 
Identify the purposes and 
goals of the student 
organization. 

 

Explain the benefits and 
responsibilities of 

 



Virginia Department of Education and CTE Resource Center © 2021     6 

Task SOL Correlations 
membership in the student 
organization as 
a student and in 
professional/civic 
organizations as an adult. 
Demonstrate leadership skills 
through participation in 
student organization 
activities, such as meetings, 
programs, and projects. 

 

Identify Internet safety issues 
and procedures for complying 
with acceptable use standards. 

 

Exploring Work-Based Learning 
Identify the types of work-
based learning 
(WBL) opportunities. 

 

Reflect on lessons learned 
during the WBL experience. 

 

Explore career opportunities 
related to the WBL 
experience. 

 

Participate in a WBL 
experience, when appropriate. 

 

Describing Single-Area Open Shortest Path First (OSPF)v2 Concepts 
Describe the open shortest 
path first (OSPF) protocol. 

English:  11.5, 12.5 

Describe OSPF packets. English:  11.5, 12.5 
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Explain OSPF operation. English:  11.5, 12.5 
Configuring Single-Area OSPFv2 
Configure an OSPFv2 router 
ID. 

 

Configure single-area 
OSPFv2. 

 

Describe multiaccess OSPF 
networks. 

English:  11.5, 12.5 

Modify single-area OSPFv2.  
Configure OSPF to propagate 
a default route. 

 

Verify single-area OSPFv2.  
Analyzing Network Security Concepts 
Describe cybersecurity. English:  11.5, 12.5 

History and Social Sciences: WG 17; WHII 14; VUS 14; Govt 9, 12, 16 
Describe threat actors. English:  11.5, 12.5 

History and Social Sciences: WG 17; WHII 14; VUS 14; Govt 9, 12, 16 
Describe threat actor tools. English:  11.5, 12.5 

History and Social Sciences: WG 17; WHII 14; VUS 14; Govt 9, 12, 16 
Describe malware. English:  11.5, 12.5 

History and Social Sciences: WG 17; WHII 14; VUS 14; Govt 9, 12, 16 
Describe network attacks. English:  11.5, 12.5 



Virginia Department of Education and CTE Resource Center © 2021     8 

Task SOL Correlations 
History and Social Sciences: WG 17; WHII 14; VUS 14; Govt 9, 12, 16 

Identify Internet Protocol (IP) 
vulnerabilities and threats. 

English:  11.5, 12.5 

History and Social Sciences: WG 17; WHII 14; VUS 14; Govt 9, 12, 16 
Identify transmission control 
protocol (TCP) and user 
datagram protocol (UDP) 
vulnerabilities. 

English:  11.5, 12.5 

History and Social Sciences: WG 17; WHII 14; VUS 14; Govt 9, 12, 16 

Identify IP service 
exploitation. 

English:  11.5, 12.5 

History and Social Sciences: WG 17; WHII 14; VUS 14; Govt 9, 12, 16 
Identify network security best 
practices. 

English:  11.5, 12.5 

History and Social Sciences: WG 17; WHII 14; VUS 14; Govt 9, 12, 16 
Explain cryptography. English:  11.5, 12.5 

History and Social Sciences: WG 17; WHII 14; VUS 14; Govt 9, 12, 16 
Describing Access Control List (ACL) Concepts 
Describe the purpose of 
access control lists (ACLs). 

English:  11.5, 12.5 

Describe wildcard masks. English:  11.5, 12.5 
Explain ACL creation. English:  11.5, 12.5 
Compare types of IPv4 ACLs. English:  11.5, 12.5 
Exploring ACLs for IPv4 Configuration 
Configure standard IPv4 
ACLs. 

 

Modify IPv4 ACLs. English:  11.5, 12.5 



Virginia Department of Education and CTE Resource Center © 2021     9 

Task SOL Correlations 
Secure virtual terminal line 
(VTY) ports with a standard 
IPv4 ACL. 

 

Configure extended IPv4 
ACLs. 

 

Configuring Network Address Translation (NAT) for IPv4 
Describe network address 
translation (NAT). 

English:  11.5, 12.5 

Compare types of NAT. English:  11.5, 12.5 
Evaluate NAT. English:  11.5, 12.5 
Configure static NAT.  
Configure dynamic NAT.  
Configure port address 
translation (PAT). 

 

Describe NAT64. English:  11.5, 12.5 
Explaining Wide Area Network (WAN) Concepts 
Describe WANs. English:  11.5, 12.5 
Explain WAN operations. English:  11.5, 12.5 
Compare traditional 
connectivity. 

English:  11.5, 12.5 

Compare modern 
connectivity. 

English:  11.5, 12.5 

Compare Internet-based 
connectivity. 

English:  11.5, 12.5 

Describing Virtual Private Network (VPN) and IP Security (IPsec) Concepts 
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Describe virtual private 
network (VPN) technology. 

English:  11.5, 12.5 

Describe VPNs. English:  11.5, 12.5 
Describe IP security (IPsec). English:  11.5, 12.5 
Analyzing Quality of Service (QoS) Concepts 
Explain network transmission 
quality. 

English:  11.5, 12.5 

Describe traffic 
characteristics. 

English:  11.5, 12.5 

Explain queuing algorithms. English:  11.5, 12.5 
Identify quality of service 
(QoS) models. 

English:  11.5, 12.5 

Define QoS implementation 
techniques. 

English:  11.3, 11.5, 12.3, 12.5 

Managing Networks 
Describe device discovery 
with Cisco Discovery 
Protocol (CDP). 

English:  11.5, 12.5 

Describe device discovery 
with link layer discovery 
protocol (LLDP). 

English:  11.5, 12.5 

Implement network time 
protocol (NTP). 

 

Describe simple network 
management protocol 
(SNMP). 

English:  11.5, 12.5 
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Explain system logging 
protocol (syslog). 

English:  11.5, 12.5 

Maintain router and switch 
configuration files. 

 

Manage an IOS image.  
Designing Networks 
Explain hierarchical 
networks. 

English:  11.5, 12.5 

Explain scalable networks. English:  11.5, 12.5 
Describe switch hardware. English:  11.5, 12.5 
Describe router hardware. English:  11.5, 12.5 
Troubleshooting Networks 
Explain network 
documentation. 

English:  11.5, 12.5 

Compare troubleshooting 
processes. 

English:  11.5, 12.5 

Identify troubleshooting tools. English:  11.5, 12.5 
Determine symptoms and 
causes of network problems. 

English:  11.5, 12.5 

Troubleshoot IP connectivity. English:  11.5, 12.5 
Exploring Network Virtualization 
Describe cloud computing. English:  11.5, 12.5 
Describe virtualization. English:  11.5, 12.5 
Explain virtual network 
infrastructure. 

English:  11.5, 12.5 
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Describe software-defined 
networking. 

English:  11.5, 12.5 

Describe controllers. English:  11.5, 12.5 
Describing Network Automation 
Describe automation. English:  11.5, 12.5 
Compare data formats. English:  11.5, 12.5 
Explain the function of 
application programming 
interfaces (APIs). 

English:  11.5, 12.5 

Explain the function of 
representational state transfer 
(REST). 

English:  11.5, 12.5 

Compare configuration 
management tools. 

English:  11.5, 12.5 

Explain the purpose of the 
intent-based networking 
(IBN) and Cisco Digital 
Network Architecture (DNA) 
center. 

English:  11.5, 12.5 
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